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Introduction

In this document is explained how generate SFTP SSH connection keys with PUTTY Key Generator Software.

SSH Key Generation with PuTTY Key Generator.

Firstly, we will open program puttygen.exe and select parameters SSH2 RSA (2048) or
the corresponding ones according to Form and we will click Generate button.

B2 PuTTY Key Generator *
File Key Conyversions Help

Key

Please generate some randomness by moving the mouse over the blank area

Actions
Generate a public/private key pair Generate
Load an exdsting private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
SH-1 (RSA
Number of bits in @ generated key: 2048
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The program will generate a public key and another private (ppk) that we will have to save.

PuTTYgen Warning

Are you sure you want to save this key
! without a passphrase to protect it?

i

Private Key will be saved in the computer.:

g’ Save private key as: X
4 % » Esteequipo » Documentos v O Buscar en Decumentos P
Organizar = MNueva carpets = v
Nombre: ’ | !
Iipo: PuTTY Private Key Files (*.ppk) -

~ Ocuitar carpetas m Cancelar

Public Key has to be sent to BME:

B2 Save public key as: D —— PUP— - g

%! B C\Users\Downloads
G-= ol —

I Organizar v Nueva carpeta CEE o
} {

4 Nombr - Fecha de modffica..  Tipo
' T Favoritos = e

-4 :“ff'gai N it e i o € iy B s
scritorio

| OneDrive
1 Sitios recientes

Bl Escritorio
= Biblictecas
‘ 5] Documentos
&= Imagenes
o' Musica =i — 1 5

Nomberez  Nombre que pondremos a la clave publica

Tipo: [All Files (%) -

| = Ocultar carpetas Guardar l Cancelar

&
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Conversion of keys in Putty format for use in Linux SFTP

In case of the pair of keys have been generated with PuttyGen it “s necessary export public key for use it in
Linux SFTP following the next steps:

Execute Puttygen.exe:

&P PuTTY Key Generator ? X
Eile Key Conyersions Help

Key
No key.

Actions

Generate a public/private key pair
Load an exsting private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate: o
(O SSH-1(RSA) (® SSH2RSA () SSH-2 DSA

Number of bits in a generated key: 2048

In Top Menu select File -> Load private key

g PuTTY Key Generater ? X
File Key Conversions Help
Load private key
Save public key

Save private key

bat

Actions

Generate a public/private key pair

Load an existing private key fie Load
Save the generated key Save pubfic Key Save onvate key

Parameters

Type of key to generate:
() SSH-1 (RSA) (® SSH-2RSA () SSH-2 DSA

Number of bits in 3 generated key: 2048
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Select private key file (usually with extension .ppk)

Once private key is loaded, select in mend Conversions -> Export OpenSSH key.

& PUTTY Key Generator ? X
File Key Conversions Help

Key Import key

Public ke 5 file

sshsa 2 g T EEsy ~
+QdvPA Export ssh.com key A2sL SOtqwjAwmLBHCXHWghrspY
20eBUhG4 _— - Fw/GyOXRax2ajqnDmJeCiQPC
+rwvXm1DLPeX400i/CrZP Xd Bt Va8dN5mGDimg 2 7O 5fib 1xPHQla 9z 2ailsqJzRpw
JBLOUucwGuSRgr3MTCBUS3YI0COv/pRkMJal laMSezzvy Un/FwHuzc 55 1 1stIL86Sd v
Key fingerprint: ‘sshfsa 2048 bd-33:8c:3915:e5:4a-b4.ca:6d-e5be-defbd3:.5d

Key comment: |rsa+<ey<201 71213

Key pgssphrase: |

Confirm passphrase: [

Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:

(O SSH-1(RSA) (®) SSH-2RSA () SSH-2 DSA

Number of bits in & generated key: 2048

Answer “Yes” to save public key without password.

PuTTYgen Warning

Are you sure you want to save this key
! without a passphrase to protect it?

Si No

Specify output file name (don "t worry about file extensién) and save.
That exported file is private key that has to be provided in SFTP Linux connection.

If you want to check, exported file has to begin and end with labels (BEGIN RSA PRIVATE KEY)
and (END RSA PRIVATE KEY), and private key usually begins with letters (MIIE) as follows:

MITEoQIBARKCAQEAYcP+QdvPAZzSgTOwE
i AwmT. AHOCX RN h ran¥Y 2 e RIThOAVPAN

qAC1DiOchuiOGXeTESiS5f8qgls31+i¢
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